表データのセル秘匿処理の最適化 by 南 和宏 & Kazuhiro Minami
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P1 P2 P3 P4 P5 "z
M1 20 15 30 20 10 95
M2 72 20 1 30 10 133
M3 38 38 15 40 2 133
"z 130 73 46 90 22 361
P1 P2 P3 P4 P5 "z
M1 360 450 720 400 360 2290
M2 1440 540 22 570 320 2892
M3 722 1178 375 800 363 3438
"z 2522 2168 1117 1770 1043 8620
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P1 P2 P3 "z
M1 x11 24 x13 72
M2 x21 38 x23 116
M3 40 39 42 121
"z 98 101 110 309
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4.2 Cell suppression
Given a set of sensitive cells to be protected (named primary cells), the cell suppres-
sion method removes them, and an additional set of cells named secondary cells to
guarantee that the value of primary cells can not be disclosed. The purpose of the
cell suppression problem (CSP) is to find the set of secondary cells that minimize
some information loss criteria. Figure 10 shows an example of a two-dimensional
table with only one primary cell in boldface; removing this cell is not enough, since
its value can be retrieved from marginals, thus forcing the suppression of three ad-
ditional complementary cells.
Fig. 10 Original table with
primary cell in boldface, and
protected table after suppres-
sion of three secondary cells.
Original table
P1 P2 P3 TOTAL
M1 20 24 28 72
M2 38 38 40 116
M3 40 39 42 121
TOTAL 98 101 110 309
Protected table
P1 P2 P3 TOTAL
M1 24 72
M2 38 116
M3 40 39 42 121
TOTAL 98 101 110 309
From the protected table of Figure 10, any attacker may deduce a lower and upper
bound for the primary cell. Indeed, considering variables x11, x13, x21, x23 for the
primary and secondary cells, a lower bound a23 and an upper bound a23 for the
primary cell can be obtained by solving
a23 =min x23
subjectto x11+ x13 = 72−24
x21+ x23 = 116−38
x11+ x21 = 98−40
x13+ x23 = 110−42
(x11,x13,x21,x23)≥ 0
and
a23 =max x23
subjectto x11+ x13 = 72−24
x21+ x23 = 116−38
x11+ x21 = 98−40
x13+ x23 = 110−42
(x11,x13,x21,x23)≥ 0.
(8)
The solutions to (8) are a23 = 20 and a23 = 68. If, for instance, lower and upper
protection levels of l pl = upl = 10 were imposed (i.e., the protection pattern must
guarantee that no attacker can deduce a value of the sensitive cell within the range
[40− l pl,40+upl] = [30,50]), then this cell would be protected by this suppression
pattern since a23 = 20< 30 and a23 = 68> 50.
The above example illustrated the basics of CSP. A general formulation is now
provided. Any instance of CSP is defined by the following parameters:
• A general table ai, i= 1, . . . ,n, with m linear relations Aa = b, a = (a1, . . . ,an)T
being the vector of cell values.
• Upper and lower bounds u and l for the cell values, which are assumed to be
known by any attacker: l ≤ a≤ u (e.g., l = 0, u=+∞ for a positive table).
• Vector of nonnegative weights associated to the cell suppressions wi, i= 1, . . . ,n.
If wi = 1 the number of cells is minimized; if wi = ai the value suppressed is
minimized.
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